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Ubiquitous Cameras

A We are surrounded by billions of cameras in
public, private and business spaces

A Various well-known domains
I Transportation

I Security
I Entertainment
I Mobile
A Cameras serve a purpose and
provide some utility
I Providing documentation/archiving
I Increasing security

I Enabling automation
I Fostering social interaction © spiegel.de, givenimaging.com, TU Delft
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http://en.wikipedia.org/wiki/Image:Closed.circuit.twocameras.arp.750pix.jpg
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Paradigma Shifts in Video Processing

A Towards online/onboard processing c°mputer

. . . - SMART ™
A Towards distributed, in-network analysis = "~ CAMERA

= NETWORKS

A Towards ad-hoc deployment &

and mobile and open platforms

A Towards user-centric applications

Emergence of Smart Camera Networks !
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Smart Cameras as Enabling Technology ™

A Smart cameras combine
I sensing,
I processing and
I communication

In a single embedded device

TrustEYE.M4 protype
on top of RaspberryPI

A perform image and video analysis in real-time closely
located at the sensor and transfer only the results

A collaborate with other cameras in the network

[Rinner, Wolf. A Bright Future for Distributed Smart Cameras. Proc. IEEE, 2008]



https://pervasive.aau.at/BR/pubs/2008/PIEEE10_08_scanning.pdf
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Some History

A 1981: Xerox optical mouse frowe L_ o1 |
i Single NMOS chip u7/§9<m§y \
I 16 pixel imager and 2D tracking M:mmf; =

[Lyon. The Optical Mouse, and an Architectural
Methodology for Smart Digital Sensors, 1981]

A 1999: CMOS smart camera [Moorhead, Binnie. Smart CMOS

Camera for Machine Vision Applications, 1999]

I 250 X 250 pixels @ 10 fps

I Onchip Canny edge detector e
Camera 2 f g 1
‘ «f),f?,( .'l Host camputed
. .;/ ﬁw@m Mﬁmt‘
A 2002: Smart multi-camera systems rfff —*:..,‘.—L
N\ =
I Programmable multi-camera algorithms prmees S T—‘J
II \J !
I Implemented on embedded DSP boards coen FR—| vk

[Wolf et al. Smart Cameras as Embedded Systems. Computer 2002]
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http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=1033027
http://www.dicklyon.com/tech/OMouse/OpticalMouse-Lyon.pdf
http://www.dicklyon.com/tech/OMouse/OpticalMouse-Lyon.pdf
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=791186
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=791186
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Novel Imaging Technology

A Light field sensors are able to capture intensity and
direction of light Dhsed) | My
I Using micro lens array in front of image sensor,
I Enables computational photography

I Commercially available
1

[plenoptic.info]

A Neuromorphic imaging inspired by biology of eye and brain
asynchronously samples pixel with
I Extremly high temporal resolution
I High dynamic range
I Event-based image analysis

[chronocam.fr]
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Innovative Camera Platforms

A DelFly onboard stereo vision system
I Multi-sensor (barometer, gyroscope and vision)

I Robot control and collision avoidance
I Under strong resource limitations (4 gr)

)

[delfly.nl]

he

A Mobile phones for real-time vision processing
I Highly integrated: sensor(s), processor, display

o

I Ubiquitously available platform
I Various applications: 3D reconstruction, AR

[IKEA]
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New Multi Camera Networks

A Multi-view processing
I Distributed sensing (shared FoV)

I Centralized analysis with little onboard processing .

I HD, 3D reconstruction, visual effects, ...

[breezesys.com]
A Distributed camera networks for real-time vision processing
I Larger environments with non-overlapping FoV
I Decentralized analysis requires coordination
I Event notification vs. video streaming

I Various applications: surveillance, robotics, ...
=~ [uav.aau.at]
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Agenda

1. Onboard privacy protection in (single) camera
I Explore tradeoff among utility/protection/resources
I Embed protection mechanisms close to sensor

2. Self-awareness in camera networks
I Self-organize tracking in camera networks
I Learn advantageous strategies of cameras

all

]

i

© MediaEval
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Topics not covered

1. Multimedia
I Images as only sensor modality

2. Data streaming in networks

I Deliver events to avoid (raw)
data transfers
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Onboard Privacy Protection

1
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Privacy Protection in Images

Source: Wikipedia
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Informal Definitions

A Privacy
I “the processing of personal data regardless of whether such processing
Is automated or not” (regulated by EU Data protection directive)
A Anonymity

I “not being identifiable within a set of subJects (“k—anonym/ty’)
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informal Definitions

A Privacy

I “the processing of personal data regardless of whether such processing
Is automated or not” (regulated by EU Data protection directive)

A Anonymity

I “not being identifiable within a set of subjects” (“

~
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nonymity”)
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Informal Definitions

A Privacy

I “the processing of personal data regardless of whether such processing
Is automated or not” (regulated by EU Data protection directive)

A Anonymity

I “not being identifiable within a set of subjects” (“k-anonymity”)
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A Utility

I ,ability to exploit information” (e.g. to detect/count persons)

15



ll ALPEN-ADRIA
Utility and Privacy-Protection Tradeoff

Utility

no selected  global full Privacy-Protection
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